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m m m 

[0001] ^mmfe, t-^itt-/^ m m^mmm. ^n^—ymm^m, ttm- 
m^mm^n^mm^n-r^—^^^^x, ^T^y^m-r^ 

[0002] ^■m^(D^—v'4^-y s —y. ykm*$<Dffl&T*-*, ir—j&vy?^ &mry°v 

^r^-^y/n^f, &*f£y7W^T7 s —?(&>T. ^tih^>^ryy( 

Content) bV&J&) tt, fEib^VT, Mfctf, DVD(Digital Versatile Disc), MD(Mini 
Disc), CD(Compact Disc), S>5V^2#feV— if ^JJBUfciS&SfBfl^tB&^V* 
y [#fe3^V^(Blu-ray Disc)] ft£©ffif ^lE^^^t&tt^tbT^-— If 
tL, a-— tftt, PC (Personal Computer), f^/l/- -^CD^— if y^V^ "f 

[0003] £ib^, xV^^^^'lf M^#:^ll-^$tLfc3^^^P3g-r§#^ 

[0004] Mfctf, xV^^^^^^a^^pf^fcs^cD^^^^i-s^x 

[0005] If— — \f^(D^m^ ^^<Df&m&WtftZ>ZLt<D 
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[0006] y*^?Kmm&tiz>=t^>' s y, -r^t>^ WsH^-^\ m\^—?m, ^<<d^ 

[0007] ^ot, ^^^^MjlbT^-f-^-^^if^doV^-Ct, -^(D^IJfflliPSOIt 
[0008] ^PJW:, JiJfiOKJS^^^TJfe^tb^WTffct), DVD, CD, if&U*- iffS 

[0009] *^^^Hl©fiiJffi^, 

^a^-^^bTffj|H'[t#IE^mD#cD^-«#^^ 1 7 i — ^S:«HWbyt|B 
t£tfS^£ftfcrfc&£#£UT, sift ^f2i«f*ID^K^V >T^MT/HSWfi:3:& 
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-c mmmmmmmmn^^m^^—^^m^^x^^n^—if^mm 
[ooio] ^m(D^-~\f^mm^~^(D-mmmm^^^x, m&f—ftmmM 

[ooii] }f^m^—^(D— mmmmi^^^x, tfriBf— 

[0012] ^m<D^-}f^mm-v—^<D-mmmmK^x, mmmmmmmfo 
mu^mmmKm^^x±m^ntcmmmmmi^mKm^m^^~^t^^ 

> fufE^-^SM, fufEff #fE£W*lD<7)fMiE^S^ ftjfElf $RfE#i^f*lD 

[0013] $e>^ «p^(D^-»^#t^-/^-iiM^^*3v^-c, mmmmmmmw- 
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[0014] ZbK, *38H©i20iBii, 

^-^mm^-^M^^-^^mmm^mff-r^mmmmmmxh^, 

[0015] £^ ^mw<D'mn®Mmn<D— HMtss-^-c, mt^—^mmm^ 'ft 

[ooi6] ^fe^, &mm<Dmnmmmn<v—MMMWk^te\,^x, mmr^mmu^n 
%mmmmmr>(Dmi£%±m^ ^lE^mm^mmmrxDv^hxh^M^—^ 

m^ntcmt,mm^nmm^^m^fcmmmmmmDt(Dm^mtvxmn 

[0017] zbK, ^mm(Dmm.^mmw(D—mmmm^^"x, mtzm$mmmm~Dn 

mmm^m^^x^^ntcmmmmmi^m^m^m^T-^t^^ m 

nM^Mkvxmn^&mf&x&^t&wmt-tz> 0 
[ooi8] tsh\^ ^mm(Dmmmmmm<D—mmmm^m^x, mmmmmmmmnn 
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[0019] $p>t^ *mm<Dm3(DiMm^ 

[0021] $t>^ ^PJ<7)7 ^ -^ll^i(Z)-^||^^*5V^T N ffjfBT^^M^T^ 
[0022] ££>fc, «P^(D^-^^S^fe(D-||5feM^^oV^T, tufB'ft#fB«#:iD 
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[0023] ^mm^T'-^^mM^-mmmmK^^x, mumm^mmD 

P^h/l-m^m^^WiWfc^XWtiitStlZT*— *IDKey(w)fc«rg^ jfu 
[0024] ££>fc % *3&8J§£>&4©fl!l©«, 

[0025] *^BJ^f- *#y&£1Sfc©— HJ£U8^^*3V>-C, SfrlH^— ^S^s/ 

[0026] &e>fc, ^irof-^M^fe^-iiiti^v^, HtrlET 2 — vwm^Tv 
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[0027] $p>k:, *mw(D^~?mmxm<D—mffimmiz.&\,^x, mmmmmmmv 
[0028] ^btJi, ^mm^—^mm^m^—mmmm^^^x^ mmmmummmD 

^ »^nfeif#IB«I^^^W^^LTK^§n5*ato(w)i:, ifp(w 
[0029] ££>fc % *3&8J§£>&5©fl!l©«, 

u-t, mmmmmmmr>Km^^x^4h^mmimmnu mm^mm^^m 
/ummm^nfox-^-if^mmmRT^&m^vx, mmmmmmmmr>^ 

[0030] SkK^ ^KwleolBii, 
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[0031] teas, ^ironytfa^.^n^Aii, Mfcf^ it^ ^o^-a- K^H 
ilff CD^FD, MO^^(D|E^#:, fc5l>K3\ *s/H7— 

[0032] *3&8i§©£kmm© g ft, m^m&n, w&i-%*mw<DmMM^mtt~rz>m 



[0033] #3&0§<£>fl&£t-<fc*Xff , DVD, CD, Wfetv—lF iH«f*#»^-Sff^fSM 

n&mmn (^--if tv-w) s^jgft sa-tsfir ^fB^mD&t&tiEu fimiB« 

$R{$lDfe<Dl?-— *fc£<5<if-— «SI&£?T&5#J&£LfcOT 

[0034] *?S0|©«^tj;tL«, ft ^fE«#:^M^tLfcff $RfS«f*ID«, 
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[oo35] mimmzmmi*(Dfcmir—?%mMi-z>mx&z> 0 

\M2~\^y^—i?W^—y (MAC: Message Authentication Code) 3rJll vfcilCDMA 

-t&mxh&o 

m^>"r^ym(Dmmk*~7*^y? (ekb) £^fflufcia^M^^&stM^ 
~rmx-&z> 0 

[El 1 0] 7V^ID cd|S (do V ^Ttft "t" 6 El Xfo& 0 

mnmm^mmn(^~^T^<4*)(Dmftir&mm&mm^&z7ti~?--r~hx 

[E113]ff$^SSe(^-f i ^VM^)cD^T^§xV^^ID^fiE^-^^^0J 

[mi4]'ff wa^M (^.-if^v^x) (Dmn-r^4^ir>mu^-^>^mm 
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z>%km^\,^xmw~fz>mx&Z) 0 

[oo36] wr, mm^m^t^^mm<D^—\f^mm^—^, mm^mmm, *3<tu« 

mmfe, sxT<Dms \zM^>xnt^ a 
i. mmum&Vf<Difem*T—? 

5. t^«#t^-^ y ^-^^6^S<Z)f¥^ 
[0037] [1. ff #fE«f*<Z>^*^^] 

IHl^lff $\im^l&f$<DT^?m^mf$M&^T- 0 CD(Compact Disc), DV 

D(Digital Versatile Disc), MD(Mini Disc), W&jfcy*^^? (Blu-ray Disc) , 7*7V*S 

^^y#, #soit mnzmmmoo<Dfam^—?K^^xmm~tz>mx&z> 0 mi 
\a±^x?w<Dmfo&Mbvx7FL.x3bz>j!iK ^mm^^^^mm^mh-r, 
77vi/^^vm<D&m<Dmnmm&m^m^xmm^mx&& 0 

[0038] f##fEM£f£lOO^«:, EHi^-rtffR, -r#fc>*>, tV^IDIOI, ra^^l 
02, ^V^^IDy/P>— ->3^U^h(DIRL:Disc ID Revocation List) 103, Bff-^ilf 
$g(EKB: Enabling Key Block) 104^|§.^^^*CV^ o 

[0039] ^v^^iDioittM^«xV^^s^-(Dii^ij^--i?$5i9, m^^^^^mmxh 
zxofc&mztiZo ^*5, ^p^^v^t, ^v^^idioi«, mmmmmoo 

'ft^fE^f^ioor^^H^-^tc^v^s^t)^, ^oiE^tt^i-'l*^, #l 

[0040] ^T^0j-f-5H3feM-e«, ^v^^o^^^^^ti msmm 
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[oo4i] w#fs«#:ioo^« N =n/^yi02timm£nz> o ^^ynm^ 
frvxmmzn&o 

[0042] ff^|E®^f$100^«, ZlblZ.fjXflDVtffr— ^H^y^b (DIRL:Disc ID 

Revocation List) 103#M&#ft£*l/5o xV^^IDU^— i/=3>VXh (DIRLrDisc ID 
Revocation List)l03f*. ^lE^fc: 0 — W^T ^ftfctf^^fcxV;^ M&fcfrf? 

Rt^^^^^t^^-^tL/c^V^ID^ttOiL, })XHkl,ti7*—$ e X'hZ 0 *f 
jWYbWr— Va^y^KDIRL:Disc ID Revocation List) 103O^j5fe, fS, 7M 
^^3g#}-xt-rsy^htf #^<ZMf MZn&mmm (CA: Central 

Authority) tf5||?T -f-§ o 
[0043] xV^^IDy^>— v^a^y^h (DIRLrDisc ID Revocation List) (D^— ^«$C^O 
V^T N H2^#E§LTfMi-5 0 ^WLDVtffr— i/a^VXb (DIRL:Disc ID 
Revocation List) 150^, g|2{C^-f-j;5^^ y^r- (DIRL:Disc ID Revocation List) tf* 

^^iD^MMUfcy^— ^7 £ v^iDy^M52^ > ^a^##i5 liy^—^^v 
52^s^stLTv^^^^ijs'j^5fc^^Mffl-r6^-^-efcf9, ^r?B«Ht-^s 

#T^fflv^c^v^/^S^\ #MliBt-^S#f^MV>fc^5/ir— -^liE^— K(MAC 
: Message Authentication Code) ^^jSffi^tt/So 
[0044] ^^SEMlsatLT^W^^S^ffiV^c^^^SrffiV^^^fi, ft 
ffi-C^^M, ffl7L&±T&<D i gmm (CA: Central Authority) (D^tkUmitemm 
) U <WMm (CA : Central Authority) <£>^& %-f&m m^B) £rffl V ^ 
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[0045] Bfettt^fiEjfi 1 5 3 ^LT^I?— vllSKE^ 1 — K (MAC : Message Authentication Code 

W-M.^ — K (MAC : Message Authentication Code) fi, y^^-^(D^cM^E^(Df— 

mx&Zfr\ lMi:bTDESBf^a«J^^V^cMACffi^M?rEl3t^-r o 
[0046] H3t^i-J;9(-, *Hfe£:&5;*S'1?— rcD*^«, i2t*t/^^3y#tl 

v^Ml, M2, MNitS), £1\ ^Jffltt (Initial Value (iy,T^ IVirf-5) ) <kM 

WT> Klir-TS)^Mv^TBf ^b-r§(tb^^Eli!-t-S)o itttT, El*5j;TJ?M2^ 
#ftHWfMfPU ^©Oi^^^DESHt^b^— AtL, #Kl<£rfflV^Ht^ffc-r5( 

m^E2) 0 kt, ^ti^rnvMu &x<d*v±— ^M^xm^tmm^m-r 0 m 

WZ-ttiX^ftENfi^yt— v^flE^-^CMAC (Message Authentication Code) ) £ft 

So 

[0047] MACfitt, ^^te^-^^M^S^ Jl^iS^^ tkUM^Oy*—? 
(^yir-^) tS^V^^L/cMAC^ iE^&;fr/rv>5MAC£OJfctfc<S: : fTV\ — 

[0048] Ell^MD, ff$RIE«f*lOOcD^^-^^OV^cDI^0J^^6 o ft$6fB» 
^flsiOO^fi, $b^Bf-^'|f#(EKB: Enabling Key Block) 104^WS^tlX^^ 

o 

[0049] Hf ##ffif# (EKB) ^Uffl Lfc$^'|f iftfti^lWl ^ B£«L-CfMt- 
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[0050] $^gB#fc6V^|±j#B#, ^^OfH-^T, MMW 

- (*) fflfi£fc*3tt5 i #©y— :7fl>k/v— M^5£^<ZV— KfcS at) ^T^/cff ( 
/ — K^r — ) joctl^^U' — y<D])' — ^^r' — fahfe&^i" — te*yh (cr/^s^^c — (DNK: 
Device Node Key) ) Sr^U fctMrt"?"^ 04<£>ftT^!{£^H~ K0000— Kllll^ig- 

fTO^2# gcDfi (7-K) ^ia<ft$tt^— :KR— Kl 11 £/-K=^- 

[0051] H4^^-r7fcf#it(^V^T, M^Lf^W^O^y— 7*— KOOOO^ K=*r— : 
KOOO, KOO, KO, KR&7?s<4^3c—tlsXFjf^i-& 0 ^>W^5fiK0101, KOIO 
, K01 N KO, KR^rH)f^"i"So X>^^15f*, Kllll, K111 N Kll, K1 N KR^Bf 

^"-f-^o &*3, 04©^y— (zi^v^-y^^o— i5<Di6{®co^iB^^^ ^y—it ^ 
[0052] -tfc, mA(Dyv—mm\^^fi^f^^\M, m* ^mmmfc, mx-tz. 

^a^iA^MfeSV^«xVM^^I^i^^t#i^^tLf-DVD N CD, MD, ?7y 

^3^(D^#f#j^<z)ii^04^^t-3^^fc§v^i®@E^«^^fc6^ji^y— 

[0053] dfrktf)^* ^f>M^, 77 , ^->3^Jfc^f5v'^(I*3l ^T, M^tf 0 
4cD^jrcHA//c*P^\ t/i^f/^^O, 1, 2, 3<Srlo<£>^7v— ^LTIS^-r 

f/W^O, 1, 2, 3»^-^3^^^-^^31^-r6»»^#^HTt^^bfcE 

[0054] m4fabmbfrfe£.?^ 1^3(DSf;V—7°K^~£.fcZ)Z^(D7 £ ^^0, 1, 2, 3^ 
n^tKDv'^^W^fcf^^— (DNK: Device Node Key) irbT^M^ 
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— K00, KO, KR^f*ttTV^ 0 
[0055] ZL(Db%, T^^O, 1, 2(DW^>^^y(Dm-%-fcMIB~t : 5= t ^^y3c— Kcon 

000 Enc(K000, Kcon) 
0010 Enc(K0010, Kcon) 

[0056] &38, Enc (Kx, Ky) t*— ^Ky^Kx^Bf ^bLfcHt^b^— ^SrlC*i"S 

0 x>W^0, mg B^^-f-^VW^— [K000]£Jll^T^>'7 ? V^ 
^[000]OBf^^— ^©^#35S"RTte , t?fc»), ^/t7 2 >M^2^7 2 >^^=3r— [K001 

01 &m V ^TiifBEKBcD^cD^V^V^ [0010] ©Bf -^-fb^— ^©ft[^ s "^"16"^ 

^-e^So ^®ffi©f/M^ft, x>m^—[koool [Kooio]<^v^Tttt^^rb 

T*5bf, El5(^-r*^^oEKB^MET^EKB(D^-^^J;53^^^ 

[0057] r<Dj;5i-> ekb«, ^^^^^S^V^^j^c^fll^^— ^^-rs-fc-c 

EKB) 1 04tt, 3 ^ yyco^m SrfF^-t" V ^TW^iS 

BTfg^EKB^^J^L-Cff^fBMf^Mit^^^^lOS^Sft-rSo ff#|B» 
mW-Wm^y^^ 103 fir <Z>EKBSrBf#'fk=« I^i^ fcfitf #fBi«{*l 1 0 

[0058] [2. ^^^^*ftff^fH«f*(D^itSoJ:^IJfflWSfij5fe] 

[0059] 06^*f-<t5^, ^^^##^^^1^^ JSfftJ^-^-at, WS^(CA:Cent 
ral Authority) ^M£ffl-T5WSSS201^, a^^n/^^tSaV 
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m^mmn o— if v*) 400 KM^xmrnmum^oo >*r-y 

— /^300^#^-f5 o 

[0060] WS^g201^^ tu^bfc^V^^ID^^V^^IDy^^-— ^3^y^h(DIRL)^^r 

[0061] 7 2 V^^M3g^g202«, l ; @^g201x)^^it7tT ? ^^ID^oJ;U?T : V^^IDy# 

-^t^mtmy^^ (EKB) ^SrfB^Lf^f ^lB^^200§rM5t-rS 0 
[0062] a— if fi % -|f $g|B«#:200^Mx.«lf AU fit fK^M^g (^— if 4 
00^-fes/hi-5 o ffMSK^-- !fx>W^)400^, tf #lBMf*200^fB^ 
£^cxV^ID^IE^&£^fIEU ymxV^ID^y^>— v^>1WDIRL 

ikmy*vy?EKBfrhmw£^>^>ym'f—y&w&^ m^ik^^yf—z 

[0063] £ib^> 'I* »a^g(^--ifT ; V^^)400tt, '[f #|B^fr200(^|B^^ 
tV^ID^ if— «MJ^UT<£>1h- «lD£rif- «Jil£lf— ^^300}-^f 
U if— t^^#t-y-w^300^*3V^T, ^V^ID^E^tt^fiE^^ ^fel-if— 

t^^«#toB]-^:^^t^^if^/^3oo(D#-r5if— ¥xm@iytu : r—?\zm 

-3VT¥iJ^U ^V^ID^IE^Tfe^ if— tf^itlW^— ^^3VTif— if 

*mi& ^mt^mum^K, mmmmmm (^--if y*^*) 4oo^-r5if-f 

[0064] [3. t-t^iftf-/^^^ff>V^Mt5fSMiI©i^ 

] 

jfcfc, if-E^#f*ih-/^^J;tf^-if^VM^^I#^5ff$gMSe®l#^c 
[0065] H7fi, 06(^i-if— tr;*«^— /^©^j^HI-efeSo 07^i-j;5t-^ if— ^ 
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*il£ffif— ^300fi, Mfctf, CPU^fc<fcoTfllj£&h,3=»>'hn*- 7302, %M<D 

AftMl/fiyxs- ^(I/F)304 N ir^T^U305, M^*V306&&'tZ> o r. 
frfete^30l£^LT^£ti/CV>.5 o 
[0066] 7^7^306^:, Sl^^^yb303fc«tt^3^hn--7302^*3^S*Q!3a^MV^ 

[0067] Affi^-lV^^— ^304^, MxJ3\ BI^L^V^^^feSV>«^5/h 1 7— ^ 

[0068] mW^-^yh303fe, aybn- 9302^)^<5D$IJfflI^S^V^T, W^T*— ^<£>MEffl 
x— ^cD£j&&£\ #ffi©jHHLS:^Ti-5 0 7302fi % IMitt^- IFt^ 

[0069] If— t^«#t-y— ^300J3\ AM^-Y^^rc— 7> (I/F) 304^UT > flit 
201^c{^^V^#f^g203^fc«^(DftilcDiS^^7 ; V^^IDIJ7K^— ->3 

[0070] £fc, AW*^7x^ (I/F) 304^LT, ^x>^^{«g2C)3^/c«^ 

i%mRT'~?^~^&±^T^v305\zfem-r&o 

[0071] ^M^M, ff#^S^g(^--y s 7 ; >^^)400^^bfctf#fE«#:200^ 
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[0072] ^-\f^mmm%^~?^-^(D^-?mmimm8K7jk-r 0 y—vx&mzvi. 
x—^—^^tt, H8^-rj;5^ if— tr^»^f— '*3oo&mmrz>'V—Yfx 

[oo73] returns (a) \tt^~\fxmmytu7*--?n, 

^YM^Mt^aaaa 

r<D^h/^jS<D=t^^^^f^;i-§f-— «i£if— tr*2izioivT\ xV^i 

[0074] sfc}8, (a) ^"Tif — t^W^^— *fc*5l vT, 

if— tr* i ra N tV^id l o i S^eift rT# &&if — tr* 
if— tr^2ti, ^V^iDio^o#5[ij^f§#i^fi&if— tr* 
T?fc5t#l3£3;K,fcif— if^-efc5o 

[0075] if — tf*»#Hf— ^300kt, S8^^i"f— tf^lftWix-^ 

305 ^fftU*^U 1IWSS(^'- if^V^^MOO^OT^^ID 
<£r#5if— ^W^^aSCT, if-t^tM^^/V;^ ie^t^^ID 

^v 2 — ^^VTif— If^iiWfF^-hPI^^L-CV^V^^^PI^, if— If;* 

[0076] if— «##tif— /^300fl, ff ^VW^)400/^bO^V^I 

^B^tL6^V^^ID(DIESttcD?tf^ if-«#ftif-^^300(D^-rSy^> 

[0077] iE^^<Dmn^tiit^^m{z.m^<^w^m^^<DmM^itnm)m 
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[0078] fcas, 08^-Mf— e^I^^t 2 — ^OfflffifeMt?^, T^^IDfe^lf— et. 

[0079] &*5, E^Ji^f— $g^S^g(a-— ^V^^)400^*fET, 

[0080] i9^#!LT, ft #M^S^g(^--if7 :: VM^)4OO(D#^c^oV^TIft0^ 

[0081] EI9^-r<t5^ 'ft UMllf (^-— ^■x>^^.)400fi, Alti7]^^ 

^—^402, MPEG (Moving Picture Experts Group) %$<D&Wft #^7*— 
^©^J^*5j;7J$^^^f-r§^— 7*^403, A/D'D/A^y/^ ^405£#|x. 
fcAW^/^^^^^-^404, Bt#^ta|fR406, ROM (Read Only Memory)40 

[0082] A (±^^^^40 2 ft, *s*!7*-^ ^^btt^^T^^/Wf^ 
^{f U ^401_b^t±i^-r5^%^, ^401_t<Z>7^v^/Wf ^-Srgjf U ^ 

[0083] =i— 7*^403^, /^^401^ET#t|^tt6M^^MPEG^^b$ttfc^—^ 

04}6^#t^§tt^7 ; V^7Hf^-^^a— KET^^401_b^W^|-r5 0 
[0084] AW*^7x- J*404te, A/D, D/Aay^>- ^405£rrtSETl ^ D Affi 
^^V^^^-^404tt, ^SPd^tfe^tbST^nj/ft #£Sff U A/D, D/A 
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n>v^ ^405T?A/D (Analog Digital) &&rf%>Z.£V^ f^Mt^tL-X, =« 
A=i^/-<— ^405-CD/A (Digital Analog) Ttn^fftitt, 
[0085] 0f-^-Ma§|34O6«, Mfctf, lfy7°©LSI-Cf J3c£tu >>*.X401«r^L-O&M&$*L 

[0086] ROM407« N MxJ3\ 3-— if x>M^ibTCD'|f fR^aSff^tmH^T©, &5V^ 

^mf—fX-foZ/— K#9*— ^SrlBltbTV^o rtL^tt, ittMLfcBf 
UT©^T^b^n^(EKB)c7)m^®^M^^o 
[0087] ^408fi, M^^^y409^|B'B^tL7^7°n^9A^Mf-f-5CPU^^ 

lil«toTflf^$tLSo ^^bn— ^408fi, 'ft (3.— f s x>^^)400cD^!f 

[0088] ^eU409te, ±3ztib7c^V^^IDy^>-v-3>'y^h(DIRL)^'|f $g|5^Mf*200 

Ti^^^-^^ir^T^^tl-tr^-rSo Mitff«MS« (^-— if 7^4^) 40 

nW^btL%^b%mMfcm?f£thf£\<^DKW$i~tZ> 0 WB$kfo^9~7^— ^410 

[0089] [4. ^--if^VM^^tS^ScDp^ffl] 

3-— if^VM^^LT^ff $B#yg^tt400;$S, ih_ t ^^^_y^3oo^^ 

[0090] 01Ofi09i^i-'ffTOa^e(3--ifT : V^^)4OO^ > ff 
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[0091] ^s^SlOltc^SVvC, ft MUSSgO— •fy i V^^)400«, Hf^cDT^ir^ 

[0092] ^^°S102^*dV^T, ff#^aSg(^-— if^^^)400^3^bn— ^408 
tt, ^y409^^L^V^ID^^WLT^(D^«(D^M^J:IJ ? iE^tt^ 

[0093] ^X5/^S103^*5V^-C, =Vhn— 7408fi£ % ^^7°S102-C_hfHxV^ID^lE 

4^it^, X^7°S104^^V>T, ^hn— ^408tt, 'If #|B^^^200^|B^ 

[0094] xV^ID^ZE^fe^W^U/c^te, ^^7°S105^*5V^-r, rrt^hn— 94 
08fi, mm%fc4>?7^—X4lO&jt-\^X, 'If fftfE^$^200/^ib^V^ID];^ 
^r— i/3^y^h(DIRL)^^W-r o ^LT, =^hn— 9408«, ^in^tijLfcy 
>a ^y^hcDBfcK^M^LT^flHf #&flf V ^c^v^^S 

[0095] n^bn— ^408^, f^^lD])^— ^a^y^b (DIRL) mgScgtfS&l ^W^H 
fer^Sr^#^, ^f^V^IDy^>— ^a^y^h(DIRL)(D/^— v^a^t, ^y40 

[0096] 3>-bn— ^408{i, ^^ffiLfc^V^IDy/J^- i/a^Vxh (DIRL) (D^— 

^M^y409d|3E^^^$fbTV ^S^V^IDy^— >a^W (DIRL) £<9ff LV ^ 
i^^aiLfc^V^IDy^— ^a^y^b(DIRL) tiot, ^y409F*3(^y 
-^a^y^hDIRL^MfrTSo 
[0097] ^^°S106^*3V>T, nybn- 7408W:, ^^SlOl^t&ftLfcxV^I 
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[0098] 7V^ID^!J^>— ^a^Vxhftfcfe&XJzti^ltm&n^ ^^^S108^^ 

if T/VX) 400^^JtLf~7V^IDcD^fiE^^fLT, lE^tt^M^tl 
[0099] i^T\ ^^SlO2^feV^T^T^67 :: V^ID(D^fiE^S(-oV>Tl^0Ji-5o 

[oioo] m 1 1 itsiiB^jK^wttsij^fcLTofiif mmmmmv (tv^id) mmm 
[oioi] Hiii^-r^iE#ost5icfi, wTOa^-c&So 

w:w=l, 2, • • -WCfc^ Wft N Mit-r5ft^|E«#:cDfe^: 

Sig (w) : flil©|5«i (M^.«!^M«iBt#^S:t^<5v ^Tl^^Tcl^ 

&&m&foUfcgit£Z>m%y s --#ht£Z> 0 Sig(w)^#^V^^<Z)^^sig(i), si 

g (2) • -sig (w) t\jxwti£zn%^b*mm^x\ ^ 
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[0102] 

[0103] 

[0104] 

[0105] 
[0106] 



S:m^UM^(Dm^^^y(D^4hM^M}t^^m^i^-Vh<0, S = K T mod 



IDKey(w) :IDKey(w) =K /pW modM 

m M 

M 

e (w) : e (w) €EZ* ^WJE^S^^^SSljt^W^^^^^m^S'ia 



fc/£U e(w)t A. (M) f£SW^|f N f/^^^e (w) t X (M) ©t^^t^itfe 
5 0 ft*S, X (M)f*3Sf!c(ql-l)i:(q2-l)©*/h^ife-efc5 0 ql, q2«, RSABt 

^imm^%<Diz. i &mt£n%mmitt%?j:m%cx3bz> 0 

I(w) :I(w)=S d(w) modM 

TctcU d (w) tt, A. (M) Sr&tbfc^CDe (w) <Di«-?fc?> 
2w:f-^ 7*— ?e (w) (Djg^x — ^"C&S^S'-fe— >>M (w) ^ffJl^g (C 
A) 201(Dm^mX9% fIrikVfc.f— ? 
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7 2 V^ID = M, Sig(w) 

7 2 v^m^rii:=sig(w) 

[0107] f#^lSt(^-- !f7 2 V^^)400CQ3^hn— ^408fi, ^^S201^*dV^ 

^M^W^w^bf- w=i, 2- • -w^koX^Ztizm* <D*r>(*9 (w) [-ioT 
M^ffi^SOT, xV^ID (w) tbT^IE-TSo 
[0108] XX5/7 B S202^*5V^T, =»V|*P— 9408f£ % ^y409^f^^ftb7^| ; 3S^gl 
2 (fl^CA) O^MIt^J:^^^^^^^— *3r£^ ^7 t y7 p S201T?aS^ 

S^tSrM (w) -C^bTV ^ 0 
[0109] ^^S203(^*5V^T, =r^hn— ^408«:, tV-^IDCw) ftfc-g^jh/S^sHr— 

v?M(w) *^y^S202^£j&Ufc*yir— S?M(w) 't^kitm^c 
[0110] ^X5/7 B S204^*5V^, ^>^hn— ^408tt N ^^7°S203cDi:bf»5i^— S:bT 

[0111] ^5/^S205^*dV^T, ^408«, ^y?"S201^MY)\RVfc.y £ '(*?l 

D(w)^5E^tf&S^ i W^t"So ^^S206T?{^ nyhp^- ^408te, ^^°S2 
01^&9 WUfcTV^ID (w) ^^jEt?feStflJ^"r6o 

[0112] l£^M2te, 

7 2 V^ID = S, Sig(w) 
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J^-TS'T 2 — Wyt- ^S* (w) ^7 l y7 p S203^*3^SJt«7 ? — 9tFr& 

?mK^thZ>y*~?S (w) i^S^^^so^T'fcSo 
[0113] Jfcfc, f ^j3(I^(t5'tf WIS (a- ^V^^)400^*3it5^V^^ID(7) 

7 2 V^ID = p(w), IDKey(w) 
xV^^@#ftt = p (w) *fcfctIDKey (w) 
[0114] ^^y°S301^*5V^T, if ^*D;a^g(^-— if ^^^) 400^3^13—7408 

ft, ft#IBMf*200^^f^liib^V^iD(w)rt(Z)^^p(w) &mmir e 

[0115] ^s/7°S302^*3V>T, ^h^— 740853;, ^7 i y7 p S302"e5lD \#Utrr~ $>V ( 

w) ^Sfj^refcs^^d^WKfi-So =^hp~7408te % ^-^p(w)^^^§^ 

^IJBff^-S^^^ o S303^3l^, ^:9^V>#^^fi^5/^°S304^BtPo 
[0116] ^X-X7 o S303-C\ =JVhn— 7408J3, ^^SSOl^?^ mVftf^^lD (w) #5 
IE^-efe5t^J^-t-5o ^77°S304-C«, =i^hn— 7408^, 7.X77 o S3017:\& 

[0117] jSfcfc, ^^M4^itSff#^3g^tt(^— if ^W^) 400(^*3^5^^^100 

i^^M4^, 

tV^ID = e (w) , I (w) 

"T^?m^\% = & (w) ^fc«I (w) 

[0118] ^7^°S401^*dV^-C, ft ify">^^)400«, Bf^OT^ir^ 
fiLg^ff #|B«#:200^S-fe-yh$tL5i:, fB«f*4V^;n-7410^LT, ft 
$RfBii^{$200^^V7>7lD£^ffiU m^^y409^^-T5 o 
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[0119] ^^y~7°S402^m v"C, '[f t^Sif (^-— if fVW^) 400(D=i Vfn — ^408 
ii, ^y409^fE»bfc^V^IDP fc 3(D^ r — ^e(w) H (w) ^fflwr, I (w) e(w) mo 

S' = I(w) e(w) modM 

[0120] ^^°S403^*3V^T, ^Vfn- ^408«, SB^^^^^ai— ^410^UT 
— 7408f3 % ffeffiLfcxV^IDy#>— >3>y^h (DIRL) ^E^ft^fiEjttbT 

^MliBf -^-Stf^ffiv ^f-^v ? ^/^^ £S&£ti/ci ^#-a-«> 5£tfcSE« 

) ^ioT^tiE-rso ^ frmwiumt^x^y^—^mu^—VMAcm^ztL 

[0121] ^^hn— ^408fi, ^V^IDy^>— ^a^y^h(DIRL) lZ.&M&t£\^b^\fe&frl 
fc^b&^m^ ^^V^IDy^— v/ 3 >-y^h(DIRL)©/^— iZalsk* 7^40 
9\Z.mzfam&tlX\s^^X?ir>VtfSr~' ^3>-y^h(DIRL)^(D^— v^fbig^ 
Hffi-5o =^fn— ^408«, ^f^fx^ttib/t-7 :: V^^IDy#>— ^3>y^h(DIRL 
)CD/^— ^3^M^y409^|J^^ft^tlTV^xV^IDy^>— v^3>y^h(DIR 
Di^ffbV^^^, ^mbfc^V^qDy^Vr— >-3Vy^h(DIRL)^j:oT, ^ 
; ey409F fc 3(Dy/^>— ^3^y^bDIRL^fft~6 0 

[0122] ^^°S404^*dV vf, =^fn— ^408«, ;^^:7 o S401^S!^ WLtctV^I 

D^y#>— ->3>-y^M^id#^-f-5^^^J8ffu ^-r^tmwr-r^t^^ 

S405f^it^ N ^5T-^V^^^f^^^ P S406^iitf o 
[0123] ^^5/^°S405-C1i, =i^hn— ^408fi, ff^|E»Mf*200c^tEte^TV ^6^>- 
"r^y<D^-^W± (M±)-tZ> 0 ^^^°S406-e«, ^fn— ^408{i, ^T>7/S 
401«^mbfc7 2 V^^ID^-t^^#t-^-^y^^^f ^-^ o ^5/7°S4 

07^*d^t, if— «##^if- s*-t>>t><D-y— ^x^m-tZo &*5> if— 

if— ^{3, ^X5/7°S406^*3V^-C, ft «lgt(^-- ify : VM^)400^^S^U 

fc^v^^iDo^EE^nfTb-c, lEmmmm^thfcm^i^^, if— 
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[0124] tfcfc, nmM5\z.33HrZ>tem®&3&W.(zL*- ifT ; >M^)400^*5H-S7 2 V^IDO 

7 2 v^m^r#:=e(w) 

[0125] ^x^°S501^*3V>T, '[f ^SgK^.- ^rf^X)400<D^Yxi— 9408 
) *£Sfc£#L*0*s/-fe— v>M (w) Sr^i-5 0 ^yir— v>M (w) f2 x 

[0126] ^s/7°S502^*3V>T, ft WS^g if^rVM*) 400te, ^3^*201^ 

^oT^M^fclMX I s L afctfizHNfX | e (w) K ^rj?^-^s^^-^e( 
w) tOffi^-a^-fr^— >-££:Si^ ^5/XS501-e^^tLfc^5/-fe— £?M (w) 

[0127] f$wt(a- f i x>M^)4oo«, i^b^ims^^^s^v^-c, 01 
o^^-r^^°sio5-sio9<z)Ma^f5o z<Dm&\^ f^aiKa- ^ 

^^HOOte:, ElO^^-r^^°S105, S106^*Dtt5y^— >3^y^b^<73 

7) >fbs^ m l/c^v^^id ( w ) &m v 

[0128] '[f #£0fS^ff (d— if 400«, ^5/XS502-e^ Wbfc^- ^S^^ 

^tbTfflV^T, ayfyyf- P^U^-TZo t£oT, _hfE^;yXS5 
01, S5O20^aSrgtI§]^f-^S^M'e^^§^t(4, ^S'rWf'— ? 

[0129] !9!^0U6t3\ 

T'V^^ID^pCw) , IDKey(w) 
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[oi3o] [5. v~ttm&v~'*fc&vztim<DWitoi 

[0131] 016^-t"<t5^ -9— fcf*»#ftff*-^300te, ft IRMSfi (^-— if ^> V*) 
4007)^, ^V^i7ID^ff -T6 0 r^^V^IDfi, ft#|EfiU&#200«:SM?U 'It 

[0132] 17— «$i#t1f— ^300^ ff3M3S^g(^— If t'V^^) 4007)^17— f^ffi 

[0133] 7£4b\ ff#^®iSg(^-f i ^>^^)4007)^1f-t^^^^^f«T^V^ 
^IDirirkfciJ— If^ttKSU^irLTOiT— tr^ID^If— tr^Jt^if— ^300^fli- 

[0134] It— tr^Ji^^w<300fi, 07i^^Atfi^>^^— ^(I/F)304£r^LT 

, wa^g2oi^fc«3^^*f«e203^7t^^©ftiic7)^e75^^v^^iDy 
^y305^^-r^a^nfTU ^ Affi^^*^— *a/F)304&:frL-c, 

fc^^h7i^r^(Dif-«^#t^^.[f^^^ SL ,f c ^^t^ffi#t^^^^^^^^^ 
[0135] if— tr^##^i7— ^3oos3, ss^-rif— ^^m&ytuf— M^.ri-fe^a 

30 5 ^|ftU£#U f##M3S^g(^-— 1f^^:*)400fl>&<£>9V.X^ID 
^#51^— If^ffcg^^j^CT, If- t^*tt^*^>^^\ jE^&tV^ID 
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[0136] 017S:#flgUT, If— «#lft1f— ^300^, '[f iMif (a.- if^>^^)40 

[0137] ^5/^S701^*dV^T, If— t^$i#t^— /^300«, 07^-f- Affi^^^ 
— * (I/F) 304^LT, tff^igf (^-— If f^^) 400/&>b<£>1f — 

^«'tt mmmrnw: (^— if ^>m^)4oo^^ it f&fE^Rf£2oo^tb^#b7t^v* 

^iDi:, S^iT— «(D»J^-(f— tf^»m tf5^£;ft,5 0 xV^IDte, ^0 

[0138] ^^8702^*51^, If— tf^Ji#t-!f— ^300^, ^ff Lfc^V^IDtf^flE 
M51^^T-T5o rO^fiE^^, ffi^IIt(3-- if 7>^) 400^*5 V^T^ 

[0139] ^5/7 o S703(^*3V>T, T'V^IDO^fjE^S^ioT^V^IDOE^ffi^^ 

S704Kl^1f- tr^CD»^SSr^lhi-5 0 fr*5, ^©^ltM©^(-> 'ffW 
S^e(^-1f^>^^)400^^S^-t:^^^acD^ih^^ir-^^f-r 

[0140] T^V^^ID(Z)iE^tt^«^tL, ^-y^°S705^iiA/7c^^, -fedr^T^e!J30 

5 (07#BSO ^M^^c^V^^IDy/K^r— >3^y^b (DIRL) ?fi^f±|t„ 
[0141] ;^y^°S 706^1 vT, !E^tt^l&<D^A,7cS:{f ^V^id^IJ/}^— v-g>-y* 

[0142] g{f ^.x^iDflsysfrSr— ;X3>-y*M£fB^£;frTV^i§'£i3: N ^IEID-Cfc5^¥ij 

jtu ^^y°s7ii^ii^, if— \f^(DWifewm&^±-tz> 0 ^(D^jh^s 
£>KH£, fi$lMS;gffi(^-— if^vw^)400^^-T5if— «^^ao^it^^ 

[0143] Sff xV^ID^y^Vr— ^a^U^b^ia^tb-CV^V^-g-fi, ^^°S707^ 
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[0144] ^T-y-fS707X\^ xV^^ID^^^l#Lfc^^h/V@^SM^/c^S^S 

-rs^f— ^©s^iasrK^ut^— ?x&& 0 

[0145] ^X5/^S707^*5V>T, If**^^— ffiflRji&lil (a-f 
xV^*)400/^fc^#Lfc^V^ID^-«^ 

[0146] 08l^i-^— ^fi^^— ^M^bTiffiKi-5i:, 0>Rtf, fff^Sit 
(3.— -fv*;<4^)400frh§:it Vtt7*jX?ID& (DiscIDl) "C&t), «MJ^- 

[0147] ^"ry7°S70SK$o\^X, ^^mt&VtWf— ^S<5V ^f- t^*§l£ nTfBt 
^IJ^-TS^, ^5/^3709^31^-, ^x^ o S708^*dV^T, if— tf^flgTOnix — 

[0148] ^>y^S711Xn, ^—\?^(Dm®;®M%:^±~$-Z> 0 &*5, rO^Jh^acO^^, 
[0149] if-«##^^-^31^l ^Tf— ^f^¥lj5£b/-di§^te, ^7^7" 

[0150] i2i8j^^— ^^j^u-mB^-rst, 

• if x>W^)400^ib^fi bfcxV^ID^ (DiscIDl) Xh<9, tf^ftSU^- 
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[0151] ^5/7°s7io-Cf^, if-*-hr;*j§#tf?-w*300teu t^S^^^ff ur^ 

[0152] Mfctf, ^V^^M3^^^^gf§^pj^fe5^cD^^^^«^^ 

[0153] &*5, tiNR#y®Sff (^-— f s 7 ? V^^)400i!f— «»ifw^300Pfl©a{f « 

[0154] t^fl^^SM-r^^^^^STOS, S706^ 

*5V ^T-rV^^IDU^— ^a^U^b (DIRL) Sr^cs^i-5«fc5 tfeotV feib 

[0155] ;£/c, Ji5zEbfc||ffiM^1i^V^^ID«^V^^lticr^^a^StcD^U-Ct^P^L-C 

[0156] ^_b, L&t^ *3&mtt^xmMLX%fto U&>Lfctfse>, 
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m^^ntc^>^^—^\^(D^vK4^h—^xmn^^\ fosv^s, # 

[0158] m^U, 7°v?7^mzm%l$t^X(D^— K^V^^ROMCRead Only 

Memory)^ ; f-fc|H®bT*3<rt^"X?#Sc &5V^ ^V^Afi^l/^r^V^V^ 

CD— ROM(Compact Disc Read Only Memory), MO(Magneto optical) -rV^, 
DVD(Digital Versatile Disc), H&tt^V^, fti? <DV J*s^ /V^BM 

-m^&^^*mmmmmm)^xte<^ttfx^% 0 :®j;5fty^ 
[0159] &*3, z?xitf*7M&, ^/^mmm^h^t 0 ^— 

b—Ji-i-Zm, ^^n— KlMbT^ib, ^>\f^—#\z.ffim£MjrdO, LAN(Local 
Area Network), ^i^— ^h^ofc^hy—^gr^DT, =H/t°=L—#\Z.^WtX$& 

mu =t>n°^~?xn, ^(D£?iz.vxum£tix<z?*v7*9J*%:§:mu ftm-rz 
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